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Cyberbullying is a form of bullying that takes place over digital devices including computers, cell
phones, and tablets. The same rules that require a school to investigate and intervene to prevent
in-person bullying also apply to cyberbullying. For more information on bullying, see ELC’s guide
and advocacy toolkit, What to Do When Your Child Is Bullied or Harassed: A Parent’s Guide to
Advocacy in Pennsylvania Public Schools, available here.

WHAT IS CYBERBULLYING?

Cyberbullying can occur through texting or other messaging apps, social media like Snapchat,
Instagram, TikTok, email, or gaming, and online forums where people can view, participate in, or
share content. Cyberbullying includes sending, posting, or sharing negative, harmful, false, or
mean content about someone else. It can include sharing personal information about someone,
causing embarrassment or humiliation.’

The percentage of individuals who have experienced cyberbullying at some point in their lifetimes
has more than doubled (18% to 37%) from 2007-2019. Studies and surveys indicate that a majority
of students of color have been subjected to racially discriminatory cyberbullying.? Research also
indicates that youth identifying as LBGTQ and students with disabilities are also at higher risk of
cyberbullying.? Cyberbullying must be promptly addressed as studies have shown that cyberbullying
can lead to negative physical and mental health outcomes for youth.*

HOW DOES CYBERBULLYING PARTICULARLY IMPACT BLACK STUDENTS?

Cyberbullying of Black students reflects and perpetuates entrenched systemic racial discrimination
and is particularly harmful. A recent peer-reviewed study disclosed that Black children and teens
who experience racial bullying and discrimination online may develop symptoms related to post-
traumatic stress disorder. Such PTSD symptoms, the researchers found, are potentially linked to
suicidal thoughts, and thus online racism may play a role in increased suicide risk.> A 2023

report from Johns Hopkins Bloomberg School of Public Health found that from 2007 to 2020,

the suicide rate in Black children and teens ages 10 to 17 increased by 144% — the fastest increase
compared to other racial and ethnic groups.®

HOW IS CYBERBULLYING DIFFERENT FROM TRADITIONAL SCHOOL BULLYING?

Both traditional and cyberbullying stem from a power imbalance between perpetrators and
victims. While similar, cyberbullying differs from traditional bullying in that the victim does not
necessarily know the perpetrator’s identity, the content can spread rapidly and be easily
preserved, and the aggression is not limited to a place or time, making cyberbullying more
inescapable.”’
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ARE THERE DIFFERENT RULES FOR CYBERBULLYING?

No. Cyberbullying is bullying in a particular context (i.e., electronic or digital). Therefore, the
same school rules and state laws apply to cyberbullying as to bullying in schools. If the school
knows that a current student is being bullied or harassed by another student at school — including
in virtual school sessions — or at any activity sponsored, supervised, or sanctioned by the school,
the school has a legal duty to investigate and take action to keep the student safe. The school
should also provide supports and interventions when bullying or harassment occurs outside of
school (including through out-of-school social media) if it is substantially interfering with a
student’s education or causing a threatening environment.

WHAT IS THE DEFINITION OF BULLYING?

In Pennsylvania, a child meets the legal definition of being bullied if all the following boxes can be
checked:

v Another student or group of students did something or said something highly offensive;

v' The other student did what they did on purpose (“intentional act”);

v' The other student’s action(s) took place in school (including virtual school), on school
property, at a bus stop, or at a school event;

v' The other student’s actions are severe, something that many students do to the victim or
happens often to students in the school, and/or something that the other student did repeatedly;

v The other student’s conduct is so significant that it makes a big difference in the victim’s education,
creates a threatening environment for the victim, or keeps the school from running normally.2

WHAT IS THE DIFFERENCE BETWEEN BULLYING AND HARASSMENT?

The key difference between bullying and harassment is WHY other students are targeting the student
being bullied. If other students are targeting your child because they are a member of a “protected
class,” then your child may be experiencing harassment. Sometimes the insults or language a student
uses can signal that they are targeting your child because your child has traits of a protected class.

WHO IS A MEMBER OF A ‘PROTECTED CLASS’?

Under federal and state law, schools have special obligations to stop the harassment of children who are
being bullied and targeted because of their protected class status. This includes children who are targeted
due to: race, disability, ancestry, national origin (including immigration status and limited English
proficiency), religion, sex (which includes gender identity and expression as well as sexual orientation,
and sexual harassment), or use of a support animal.® Some cities and school districts also provide legal
protections on other bases as well. For example, the School District of Philadelphia specifically lists
English language proficiency, socioeconomic status, and political beliefs as protected classes.'°

WHAT CAN | DO IF MY CHILD IS BEING CYBERBULLIED?

Follow the detailed advocacy suggestions and tools in ELC’s guide, What to Do When Your Child Is
Bullied or Harassed: A Parent’s Guide to Advocacy in Pennsylvania Public Schools. The most

important thing is to report any cyberbullying promptly and take good notes regarding cyberbullying
incidents and communications with your school. You should print out or take pictures of electronic
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messages and keep notes for yourself that include: when the bullying takes place, which online
platform or app is being used for bullying, details about what the other students say or do, names
of the people targeting your child, and details about when and to whom you reported the bullying.

The best evidence of cyberbullying may be screenshots of the offensive comments and interactions.
You should also set narrow limits on apps and social media to ensure you know all the people who
have access to comment on your or your child’s account or platform.

You may also want to report abuse on the particular app or platform; you can look up the contact
info here: https://cyberbullying.org/report.

The Education Law Center-PA (ELC) is a nonprofit, legal advocacy organization with offices in Philadelphia and
Pittsburgh, dedicated to ensuring that all children in Pennsylvania have access to a quality public education.
Through legal representation, impact litigation, community engagement, and policy advocacy, ELC advances the rights
of underserved children, including children living in poverty, children of color, children in the foster care and juvenile
justice systems, children with disabilities, multilingual learners, LGBTQ students, and children experiencing homelessness.

ELC’s publications provide a general statement of the law. However, each situation is different. If questions remain about how
the law applies to a particular situation, contact ELC’s Helpline for information and advice — visit www.elc-pa.org/contact or
call 215-238-6970 (Eastern and Central PA) or 412-258-2120 (Western PA) — or contact another attorney of your choice.
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